
Direction de l‘Aviation Civile

Implementing a Security Culture 
in Luxembourg

The following course was elaborated by the Luxembourg Directorate of Civil Aviation. Its main goal was to provide to the

Luxemburgish aviation industry (Security & Deputy Security Directors/Managers – Managers Quality Control – Instructors) an

AVSEC course containing the necessary information on Security Culture, Insider threat and Radicalization. Each operator/entity was

informed that a certain number of points listed in the slides needed to be integrated into their Security Programme and Training

Programme, before they could provide the course internally. The course contains also a summary of the 7 Modules of the

Help2Protect* website. Each participant has received a copy and explanation on the ICAO Security Culture Toolkit which needs to be

shared internally.

*Help2Protect is an Insider Threat Program funded by the European Commission.
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Preparation of the Project
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Contacts were made with:

 European Commission;

 ICAO; 

 CAA IE/MT;

 DAC;

 Juridical Department;

 CoESS; and 

 Operators.
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Legal basis

6

ICAO doc 8973-11 chapters 8 & 9

Regulation (EU) 2019/103

+11.2.3.4 & 5 ref Basic

+11.2.4 & 5 and 11.5 ref Basic
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Documentation

8

 Regulation (EU) 2015/1998 - amendment (EU) 2019/103 (*amendment (EU) 2020/910)

 ICAO Doc 8973-11 Chapters 8 and 9 and ECAC Manual

 Magazine ECAC (2018) with articles related to Security Culture

 Help2Protect (https://help2protect.info/module/)

 Help2Protect 7 Modules in relation with internal threats – Security Culture 

 Documents related to cyber criminality

 Security Programmes of certain operators
*Commission Implementing Regulation (EU) 2020/910 of 30 June 2020 amending Implementing Regulations (EU) 2015/1998, (EU) 2019/103 and (EU) 2019/1583 as regards the re-

designation of airlines, operators and entities providing security controls for cargo and mail arriving from third countries, as well as the postponement of certain regulatory requirements in 

the area of cybersecurity, background check, explosive detection systems equipment standards, and explosive trace detection equipment, because of the COVID-19 pandemic

https://app.help2protect.info/Account/Login

https://help2protect.info/module/
https://app.help2protect.info/Account/Login
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Who is concerned and what is it ?

10

Who?

Everyone should be involved. It goes from top to bottom.

What?

Security culture is an organizational culture that encourages

optimal security performance.

There are resemblances with the safety culture which is far

more regulated.
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Security Culture Model

 Our security culture model is an important element in a 

broader security framework. 

 The model consists of several dimensions: behaviors 

(attitudes), cognition (learning), communication, 

compliance, norms and responsibilities. 

 Each dimension is observed separately and measured 

from low risk to high risk. 

11
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How to improve Security Culture ?

In order to be able to improve culture (e.g., to make it

stronger or more positive), we need to know what we mean

by the concept of security culture, that is, what human or

organizational aspects we are talking about.

Only then will we know what makes a security culture strong

or positive in the first place. Once it is defined, we can

measure it. Using the results, we discover what mechanisms

can be used to influence the security culture and the

magnitude of its impact.

12
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DAC / guidelines

13

DAC as a regulator will provide guidelines in the National

Aviation Security Program (NASP) for stakeholders on how to:

 Implement a security culture and internal threat program;

 Promote staff awareness training; and

 Create an anonymous and confidential reporting system.
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Implementation of a reporting system

 The DAC, entities and operators that play a role in security shall implement 

a security culture reporting system by:

 Establishing a system to ensure the confidentiality of reporting persons (by 

which personal data is not collected and/or stored). When personal data is 

collected, it should only be used for clarification and more information about 

the reported event, either to provide feedback to the person who reported it;

 Identify an independent organization or person responsible for managing, 

maintaining and ensuring the confidentiality of data collections, as well as 

analyzing and tracking reports;

 Provide appropriate training and awareness about how the culture reporting 

system works, its benefits and the rights, responsibilities and duties of 

individuals in relation to events; and

 Implement an incentive program to encourage staff to report events. Such a 

program should also encourage staff to provide feedback on security 

measures to improve the system as a whole and achieve greater security 

performance.

14
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Reporting

15
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Reporting

16
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How to construct an efficient Security Culture ?

17

 Recognizing that effective security is critical to business 

success;

 Establishing an appreciation of positive security practices 

among employees (thank you – feedback);

 Aligning security to core business goals; and

 Articulating security as a core value rather than as an 

obligation or burdensome expense.
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Conformity

Adoption of security compliance in organizations involves: 

 Implementation of effective and balanced information 

security measures and mechanisms; 

 Compliance with legal and security requirements and 

needs of organizations;

 Maintaining both employees’ and stakeholders’ 

confidence and trust in the security. 

18



SANS CLASSIFICATION 

IISMC://SANS CLASSIFICATION

SANS CLASSIFICATION 

IISMC://SANS CLASSIFICATION

DAC Strategy

 Enhance Security Culture – Insider Threat in the Security Awareness

Training (SATP);

 Provide guidelines for the stakeholders on what to do.

 Besides our air carrier operators, the Regulated agents, Known

consignors and Known Suppliers also DAC/ALSA needs to introduce

a security culture reporting system for security occurrences, drawing

from the experience gained from the establishment and

implementation of just culture systems in safety.

 Ensure that an insider threat dedicated programme, awareness and

reporting is put in place by operators.

 Assess who is the competent authority for the implementation and 

follow-up of the reporting system(s). (for insider threat)

 Reference: Regulation (EU) 2020/910 COMMISSION Article 2, 

second sentence, of the Regulation (EU) 2019/103, "31 December 

2020" is replaced by "31 December 2021". 

As a result, the DAC will not start with quality control monitoring activities 

in this area as of the year 2022. 20
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Course contents (positive)

20

1.Goal of the training  : What is an effective Security Culture and what are its advantages ?

Security Culture: ’’Security culture is an organizational culture that encourages optimal security 

performance. Organizational culture is commonly understood to be a set of norms, beliefs, 

values, attitudes and assumptions that are inherent in the daily operation of organizations and 

are reflected by the actions and behaviors of all entities and personnel within those 

organizations. Security culture cannot be considered in isolation from the organizational 

culture as a whole.”

Avantages :

“a) continuously improve security, encompassing the effectiveness and efficiency of security in mitigating 

risks;

b) encourage awareness of and alertness to security risks by all personnel and the role that they personally 

play in identifying, eliminating or reducing those risks. Encourage familiarity with security issues, procedures 

and response mechanisms (e.g. whom to call in case of suspicious activity);

c) allow the necessary time and make the necessary efforts to comply with security measures, even when 

under pressure;

d) promote willingness to accept responsibility, be pro-active and make decisions autonomously in the event 

of security occurrences (which include incidents, deficiencies and breaches);

e) challenge other personnel in case of irregularities and accept being challenged;

f) immediately report occurrences or any suspicious activity that might be security-related;

g) foster critical thinking regarding security and interest in identifying potential security vulnerabilities, 

deviation from applicable procedures, and solutions; and

h) handle sensitive aviation security information appropriately”
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Course contents (positive)
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2. Integrate also the internal threat and radicalisation in the course

Definition Internal Threat : Any individual with inside knowledge or access has the 

potential to harm the organization and its people.

(this definition takes in consideration theft, fraud, espionage, workspace violence, 

sabotage, other criminal activities)

Note : Explain the 3 types of internal threat (malicious, negligent, accidental).

Note : Encourage the participants of the course to consult the web site. 

https://help2protect.info/module/ in order to improve their knowledge on insider 

threat.

Definition Radicalisation : the phenomenon of people embracing opinions, views 

and ideas, which can led to an act of (Insider Threat) terrorism.

https://help2protect.info/module/
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Course contents (positive)

22

3. Striking stories and messages (Cover at least 3 stories, one from each to 

demonstrate the difference).

4. Discuss the ICAO Security Culture Toolkit that should be available to all staff.

5. Rules of behavior (how do I behave, what I should do).

6. Explain how your entity could be the target of an internal threat.

7. Explain the red flags for internal threats.

8. Explain the reporting procedures (+ add example) where it is and who to send it 

to.

9. Final word - resume key points.

10. Questions (course evaluation form) + Keep attendance list of participants.
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Security Programme

23

Add and insert the definitions of Security 

Culture, Insider threat and Radicalisation
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Security Programme

24
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Security Programme

25
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Security Programme
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Security Programme

27
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End part 1

Questions ?

28
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Module 1 : The ROI of the Programme

 Why should every organization have an internal threat 

program and what is the Return on Investment (ROI) ?

 It's not “ if " it's a question of “ when "

 What is the internal threat? 

Any individual with inside knowledge or access has the 

potential to harm the organization and its people.

 The threat does not always come from employees .... Other 

organizations may have access to your desktops and data.

30
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What incidents involving internal threats go unnoticed?

 Lend badges to colleagues.

 Illegal copying of information to personal devices.

 Share passwords.

 Authorization of visitors without airport ID cards or 

without escort.

31
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Different kind of Insiders 

 Malicious : Ego, personal advantage, money, political or 

religious belief.

 Negligent : Employees who are aware of security 

policies and procedures but decide to bypass them.

 Accidental : Employees who are aware of security 

policies and procedures but accidentally bypass them.

32
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Average cost of an Insider Threat

 The average cost of an insider incident is 

350,000 euros

Well-built internal threat program bring 
return on investment (ROI)

33
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Conclusion Module 1

 Any individual with insider knowledge or access has the 

potential to harm the organization and its people

 All organizations are vulnerable to insider threats

 A well-built and implemented insider Threat Program 

provides real and immediate Return on Investment (ROI)

34
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Module 2 : The Internal Threat

 We learn more about the person’s predispositions and 

motivations and what are the indicators of radicalization.

 Threats are on the rise (economic crises, digitalization, 

etc.)

 People are hard to find (trust), they know what is most 

vulnerable to the organization.

Example (Daallo Airlines flight 159 - bomb hidden in a 

laptop).

35



SANS CLASSIFICATION 

IISMC://SANS CLASSIFICATION

SANS CLASSIFICATION 

IISMC://SANS CLASSIFICATION

The CRIME model

 Compromise : an outsider coerces an employee to 

conduct an attack.

 Revenge : The employee feels wronged by the 

organization and conducts the attack to ‘get even’….

 Ideology : The employee supports ideals, which are 

contrary to those supported by the organization or by 

society in general.

 Money : The employee conducts the attack for financial 

gain.

 Ego : The employee likes the excitement of it and/or 

thinks (s)he can be smarter than the organization’s 

security

36
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The path to insider threat, radicalization, terrorism

 There is a path the employee takes before becoming a

threat.

 Employee makes individual decisions and displays a number

of observable behaviors.

 By matching observable behaviors to phases, those

investigating can get an idea where the employee stands at

a certain period.

3 stages of the route

 Most employees do not join an organization with the intent to

become an internal threat.

 After being hired, the employee experiences some kind of

significant life change.

 The employee then takes a series of actions, which lead to a

threat.

37
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Violent radicalization

 We speak of violent radicalization when people embrace

opinions, views and ideas, which can lead to acts of (Insider

Threat) terrorism.

 Indicators : unusual visitors, office or work premises used as

a suspicious meeting area, unusual activities at strange

hours, unusual garbage disposal, misuse of company cars,

cars/vans used as observation vehicles, overdue parked

cars in parking lots, unusual lifestyle, cash related crimes…

 ‘The stairway to terrorism’ and these indicators show some 

insight into this process.

38
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Conclusion Module 2

 Insiders are hard to find and can hide in plain sight.

 Insiders are trusted and are supposed, or entitled to

have access to sensitive assets.

 They are aware of what is most vulnerable to the

organization, and they know many of the security

controls.

 Not only is the keeping of confidential data a serious

issue, but companies must also have a solid process to

thoroughly check and revoke all (online) credentials after

an employee leaves. This will prevent them from

accessing information or areas to which they no longer

have access!

39
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Module 3 : Insider Threat Models

 Insider incidents are on the rise….

 Challenging intruders, or those with access is not 

enough (action required)

 Who are the insiders ? (mainly people you trust, know 
the weaknesses of an organization)

40
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The 5 models of insider threat

41
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The 5 models of insider threat
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Indicators

 It is important to 

identify a threat in 

time, so threat 

indicators help 

identify insiders in 

time.

 There are observable 

behaviors

43
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Conclusion Module 3

 There is no single model that fully explains the variety of 

insider threats.

 Protecting the confidential nature of data is essential.

 Companies must have a solid process to revoke all 

credentials, offline and online, of employees leaving the 

company, with immediate effect. This will eliminate the 

risk of them accessing information or areas to which they 

are no longer entitled.

44
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Module 4 : The Approach

 Challenges of building an effective Insider Threat 

Programme.

 Explore the process of building an effective Insider 

Threat Programme.

45
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Before building a Programme….

 What are our critical points, those that, if compromised, would have the 

most impact on the business?

 Do these points correspond to the priorities of our business continuity 

plan?

 What measures are in place to protect us?

 How do I identify internal and external threats?

 Who are the potential insiders that are putting our business at risk?

 How likely are they to act effectively?

 What is the impact on our business?

 What is the probability of (serious) damage?

 How will you react once a critical threat is detected?

 If we lost sensitive data, how would we react and minimize risk 

(GDPR)?

46
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The 5 stages to build an Insider Threat Programme

47
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How to manage the Insider Threat effectively?

48

Sharing information is 

key, as an alarm signal 

in one department 

cannot be known in 

another department….

(red flag alarm)
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- It's about protecting your assets, your employees and your 

customers. 

- It will become mandatory. 

- It can reduce insurance premiums.

49

Insider Threat Programme
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50

The 11 parts that need to be covered in the Programme
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- Ineffective termination procedures. 

- Organizations are very vulnerable just before and immediately 

after the termination of employment.  

- Consider an exit strategy for employees with in-depth 

knowledge of critical information.

- Lack of (pre-employment) investigations. 

- Prevent previous offenders from entering the organization. 

- Verification must be done periodically. 

Note: Most employees become threats after being hired.

51

Most common & annoying situations
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Internal threats are most frequently discovered by the IT 

department. 

.....you might have thought it would be the Security 

Department. 

52

Did you know that ….
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- Follow the 11-step method to build your own effective 

Insider Threat Programme.

- Make sure you are well-informed when you start your 

Programme. 

- Learn what others have put in place at where others did not 

met the expectations. 

53

Conclusion Module 4
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- Human resources are the key to a successful Internal Threat 

Programme.  

- There are possibilities for continuous evaluation of staff. 

- Post-employment awareness is just as important.

54

Module 5 : HR is the key to success
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- Full-time workers 

- Temporary workers, self-employed contractors and 

trainees.

- Guests, visitors, etc.

55

Who are most likely to become malicious ? 
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- I was a Manager (in real life the person was an 

Assistant). 

- I worked there for several years (the person hides a 

gap). 

- I earned XX euros a year (lie on salary).

- I graduated from XYZ University. 

56

Honesty
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1. Safe hiring will help mitigate insider threats.

2. A bad hiring will have a negative financial impact.

3. Replacing a bad hire will have a financial impact as well, especially on 

management and director level.

4. Safe hiring will prevent workspace harassment and/or (verbal) violence.

5. Bad hires can upset the present workforce and/or union(s).

6. Bad hiring may lead to costly legal fees and litigation.

7. Safe hiring will prevent shareholder lawsuits / litigation (especially in 

litigious societies).

8. Bad hires will have a detrimental effect on the reputation (brand 

damage) of the organization.

57

8 reasons to develop a « safe hiring programme »
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Know your candidate
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Recruitment phases
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- Persons with wide access to IT or sensitive and/or proprietary 

information.

- Persons with access to cash, accounting, etc.

- Persons in sensitive positions with access to confidential information, 

such as customer lists, operational information, financial information, etc.

- Persons who can make (large) financial decisions.

- Any current or former employee / contractor with a grievance, and who 

might have access to a weapon (e.g. ex-military, law enforcement, 

security staff, etc.)

60

Infinity screening (follow-up)
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61

Predictable risks

A staff member may have access to cash or assets, and while the need for internal 

controls might be well known, specific controls may need to be implemented.

Unpredictable risks

A staff member may develop financial issues, undergo stressful periods, have 

addiction issues, such as gambling, alcohol or drugs.

A superior may suggest, encourage, imply or order someone to perform acts of 

questionable honesty.

Hidden risks

A person with a political agenda gets a job to secretly pursue a goal that is 

detrimental to the employer’s interests.

Risks during employment
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Employees can share content that conflicts with the 

organization's ethics. 

Employees can be motivated to become an internal 

threat. 

Take into account ethical, legal, discriminatory, 

confidentiality and accuracy issues.

Social network control
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- Perform checks behind an ethics wall (neutral person). 

- Have documented training on discrimination.

- Establish standard practices to show that decisions are made 

objectively. 

- Consider showing negative elements to the applicant first.

63

How to proceed well ?
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Scenarios you want to avoid

1. Access to restricted areas 

2. Keep the computer soft-/hardware

3. Access to data or administration software

Pay attention to the people who are leaving your organization

- Plan an exit conversation. 

- Use checklists. 

- Change the password. 

- Delete accounts on the last day.

64

When a staff member leaves …..
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Conclusion Module 5

 Make sure that our screening process is solid in order to 

avoid bad hires.

 You should have a continuous (infinity) evaluation in place 

for employees. 

 Awareness does not stop after a staff member starts his/her 

job.

 Make sure that your exit procedures are solid for staff who 

are leaving your organization.
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Change does not happen overnight..... So there is a need to define a strategy. 

Management needs to be involved to create broad support. 

Consider adapting an image to the program to help mark the message. 

The strategy should include training and awareness. 

Do not overdo communications, which could lead to a certain fatigue.
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Module 6 - sensibilisation
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When communicating, it is 

important to:

Properly present the 

program to the staff. 

To create absolute 

transparency of purpose 

and objectives. to have a 

common strategy for 

departments. 

Constant coordination with 

the legal department 

(GDPR).

Involve unions from the 

early stages.
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Do not forget privacy
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-Internal Threat definition

-The scope of the program. 

-Stories and powerful messages. 

-Explanation of 3 types of (insider) threats. 

-Behavior rules. 

-How to know if you are being targeted (spam, etc.). 

-Red threat flags (internal). 

-Notification procedures - reports

Assess training. Provide direct feedback. 

Workplace Climate Surveys/Studies
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 Fun and 

positive. 

 Short 

messages 

reinforce the 

impact.

 Simple and 

professional 

materials.

 Post on 

intranet / 
website....

Recurrent training
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- The training program should be positive.

- Use the agenda & tips in this module to make the 

training more impactful

- Evaluation should be part of your program.

Conclusion Module 6
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Human resources are the first line of defense.

Feedback: There is a feedback where departments discuss who they are hiring, how the 

selection process went and how it relates to the current operations.

This has proven to be very valuable and has made the whole process much more efficient. 

Training: Investment in training is important (profiling).

It is important that staff is more aware of what they see, feel and hear.

Management: Management was open to the concept of a program
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Module 7 – Best practices – first interview

Problems encountered : 

It is difficult for employees to see their colleagues as potential threats (colleagues and friends)

Staff find it difficult to report on their colleagues. It's like denouncing someone. 

Direction: Try not to let emotions lead this process. You have to stick to the facts.
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Module 7 – Best practices – second interview

What made you open your eyes: The program was launched after a malicious act.

A malicious person had infiltrated the company with the intention of bringing 

money/drugs into an aircraft. A security expert has been hired. The results have 

strengthened safety rules and regulations.

Focus on staff awareness. 

Internal regulations: The program included stricter (pre-employment) screening. 

(add selection for contractors, trainees and temporary workers)

Awareness: Everyone understands the situation, it is easy to explain and staff are 

more vigilant. 

Legal restrictions: Beware there are limitations (legal department) - criminal records 

can be falsified.

The contribution of management is important: start small (evolution and not 

revolution). 

Clear communication is the key. It's not a “witch hunt” or “Big Brother” is watching 

scenario.  It's about protecting the company

.
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Success: The first step was to create an independent security service with clear objectives, 

procedures and agreements. The key was to follow internal threats.

All staff have received awareness training. 

Everyone had the opportunity to share their observations via an internal - confidential channel. 

There is also a strict selection of staff during the time it works (someone has posted explicit photos 

and comments on the net). 

It is important to detect but also to act quickly (you can't rely on accidental discoveries but on a 

pro-active approach. 

In most cases the actions are cleared up. When they do not, other measures are taken.

How much does it cost and what was the positive? A good program is expensive, but 

management's clear position ensures that there is no confusion or discussion of procedures.

We learned: We learned along the way that we need to be careful about how we handle reports 

and certain situations. Therefore, treat every observation, report and situation on this subject with 

care and professionalism. 

Tip: All employees should be informed of the program.
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Module 7 – Best practices – third interview
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(Pre-employment) Checks should be part of your 

Insider Threat Programme, but the screening should 

not stop here (infinity screening).

Employees need to be made aware of the Insider 

Threat.

Commitment from upper managment is key for a 

programme against Insider Threats.

Conclusion Module 7
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Questions ?
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Statistics 2018

 In 2018, 99% of organizations reported feeling vulnerable to internal attacks

 Most entities mentioned they were unprepared

 51% of companies had a concern about the internal threat

 47% had concerns about a malicious person

 We are not equipped to deal with minor accidental threats (not to mention malicious 

or terrorist attacks) 

 50% had the intention to develop a program, 14% did not have a program in place

 50% of employees who left or lost their jobs kept confidential company data ... 

 40% of staff had the intention to use the collected information in their next job.

 In the United States, 5% of airport ID cards had disappeared (Example 2500 out of 

50,000)

 33% of staff who took part in “a course” told that the content did not inspire them

 85% of candidates lied on their CV
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